
 
 

 
 

 

 

 

  

      
   

    

 
 

 

  
 

  
   

 

 
 

 
   

 

 

    
  

  
  

  

Direct Clothing Co. (UK) Limited 
Office D160 First Floor 
New Covent Garden 
London, United Kingdom 
SW8 5LL 

18 July 2022 

Dear 

Case Reference Number INV/0915/2021 

I write to inform you that the Information Commissioner’s Office (‘ICO’) has now 
completed its investigation into the personal data breach reported by Direct 
Clothing Co. (UK) Limited (‘DCCUK’) on 20 August 2021. 

The case has been considered under the General Data Protection Regulation (the 
GDPR) due to the nature of the processing involved. 

Case Summary 

It is my understanding that on 19 August 2021, DCCUK were contacted by a 
customer who advised that their payment card had been defrauded after using 
DCCUK’s website. An investigation by DCCUK found that a malicious code had 
been introduced to the website which allowed an unknown third party to obtain 
the payment card details of website customers. 

The third party obtained access to DCCUK’s environment via a WordPress 
vulnerability, although the specific vulnerability could not be determined due to 
the number of vulnerabilities present at the time of the incident. DCCUK believed 
that a third party IT provider was responsible for the security and maintenance of 
the affected website, however, this was not the case. 

Our consideration of this case 

I have investigated whether DCCUK has complied with the requirements of data 
protection legislation. 

For more information about our powers under the data protection legislation 
please see the attached leaflet. 

• ICO Enforcement Powers Leaflet – GDPR and DPA 2018 



 
 

 

 
 

 
  

 
 

   
    

 
 

 
  

 
        

    
 

   
 

 
 

 
 

 
 

 
  

 
    

  
 

  
 

 
 

    

   
 

  

 
     
        

My investigation has found the following issues in relation to the security 
requirements of the GDPR: 

• DCCUK had not applied any security patches or updates since at least 
February 2019. The NCSC guidance recommends organisations perform 
regular vulnerability scanning.1 

• DCCUK were not conducting any vulnerability scanning or penetration 
tests. NCSC guidance recommends regular scanning.2 

• DCCUK were not aware that a support and maintenance contract was not in 
place with their third party provider. 

• DCCUK did not conduct adequate due diligence during the purchase of the 
company to ensure the technical security measures of their systems. 

After careful consideration and based on the information provided we have 
decided to issue DCCUK with a reprimand in accordance with Article 58 (2) (b) of 
the GDPR. 

Details of reprimand 

The reprimand has been issued in respect of the following processing operations 
that have infringed the GDPR. 

• Article 32 (1) which states taking into account the state of the art, the 
costs of implementation and the nature, scope, context and purposes of 
processing as well as the risk of varying likelihood and severity for the 
rights and freedoms of natural persons, the controller and the processor 
shall implement appropriate technical and organisational measures to 
ensure a level of security appropriate to the risk. 

• Article 32 (1) (b) which states the controller and the processor shall 
implement appropriate technical and organisational measures to ensure a 
level of security appropriate to the risk including the ability to ensure the 
ongoing confidentiality, integrity, availability and resilience of processing 
systems and services. 

1 Vulnerability management - NCSC.GOV.UK 
2 Vulnerability Scanning Tools and Services - NCSC.GOV.UK 







For information about what we do with personal data see our privacy notice at 
www.ico.org.uk/privacy-notice 

 
 

 

 
 

  
 

 
 
 




