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Audit: a guide to ICO privacy and electronic 
communications regulations audit – Consultation 
Summary  
 

This document summarises the responses to the consultation on the 
guide to ICO privacy and electronic communications regulations audit 

held between March 2012 and June 2012. There were 5 responses to 
the consultation from organisations.  

 
Some responses received highlighted specific points which were helpful 

and have been incorporated into the final version of the guide. Most of 
those who responded felt that the guide provided a useful explanation 

of the audit approach.  
 

Several respondents made suggestions or comments with reference to 
the same areas of the guide. These have been addressed below: 

 
 Does the ICO intend to risk assess all service providers or 

will those who have reported breaches become a priority. 
 

ICO response 

We have amended the guide to reflect that the risk assessment 
process is a method of prioritisation within the service provider 

sector. The powers of compulsory audit cover all service 
providers; the use of a risk based prioritisation process allows us 

to focus our efforts to the activities where we can make the 
biggest impact. The prioritisation will involve looking at a range 

of factors and any reported breaches will be just one factor that 
we take into consideration to inform the level of priority. 

 
 The 28 day notice for a compulsory audit is too short a 

period to allow for the preparation required. 
 

ICO response 
The ICO is keen to ensure that the audit process is as effective 
as possible. We are also mindful of the concerns raised regarding 

the impact of the audits on day to day business. In light of this 
we have considered the requirement for a longer preparation 

time for compulsory audits and have amended the guide to 
reflect this. Compulsory audits will now be carried out within a 

period of 90 days, not 28 days as previously stated. 
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 Will the audit methodology be provided? 

 
ICO response 

The purpose of this guidance is to provide information on how 
the audit process will be undertaken. Once we have conducted a 

number of audits we will review and update this guidance as 
appropriate. 

 
 How similar is the guide to other ICO audit methodologies 

already in place? 
 

ICO response 
The guide has been based on our current Assessment notices 

code of practice, which details how we undertake compulsory 
data protections audits and our guide to data protection audits, 

which covers how we conduct consensual data protection audits.  
 
 It is not clear whether the audits are conducted for free. 

 
ICO response 

We can confirm that both consensual and compulsory audits of 
the regulation will be free of charge. 

 
 Is there a process to raise objections to:  

 
the prioritisation process? 

ICO response 
The prioritisation process is the internal mechanism used by the 

ICO to identify how to apply our resources to the areas we 
believe will have most effect. In particular it will inform our 

judgement on which service providers we wish to approach. As it 
is purely an internal process, which will evolve in line with 
overall ICO strategies, there is no entitlement to raise an 

objection to this opinion.  
scope of the audit? 

ICO response 
In relation to the scope of the audit, this is agreed in the letter 

of engagement that is signed by both the ICO and the service 
provider and will be limited to the obligations under section 5. If 

the service provider feels we are venturing outside of the remit 
they have the opportunity to raise this with the audit team. 

access to documents? 
ICO response 

We can only provide an assurance based on evidence available, 
where an organisation wishes to limit access to information then 

this may impact on the overall assurance opinion of the audit. It 
is worth pointing out that our auditors are governed by Section 

59 of the Data Protection Act which creates a specific criminal 

http://www.ico.gov.uk/what_we_cover/taking_action/~/media/documents/library/Corporate/Detailed_specialist_guides/assessment_notices_code_of_practice_2012.ashx
http://www.ico.gov.uk/what_we_cover/taking_action/~/media/documents/library/Corporate/Detailed_specialist_guides/assessment_notices_code_of_practice_2012.ashx
http://www.ico.gov.uk/for_organisations/data_protection/working_with_the_ico/~/media/documents/library/Data_Protection/Detailed_specialist_guides/guide_to_ico_data_protection_audits_v2.ashx
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offence for them to knowingly and recklessly disclose any 
information given to the ICO for the purposes of the fulfilling its 

functions. The auditors also have been vetted for Security 
Clearance and are experienced in dealing with commercially 

sensitive documents and information. 
 

 Will there be an opportunity to meet prior to the audit? 
 

ICO response 
In each audit we routinely try to arrange a meeting with relevant 

stakeholders to discuss the arrangements and scope of the 
audit. Where this is not practical we may seek to do this via a 

teleconference. 
 

 How long will the audit take? 
 

ICO response 
All the timescales for audits, including dates for the site visit, are 
agreed before the audit and documented in the Letter of 

Engagement (Appendices B and C)  
 

 Providing information for the off site adequacy review 
could be more efficiently conducted on site. 

 
ICO response 

We are mindful of mitigating the disruption to the business and 
to this end we keep the site visit to a minimum by reviewing 

policies beforehand. This also enables effective identification of 
areas to cover in interviews. To reduce the burden on service 

providers we can receive documents electronically through our 
secure network and regularly receive sensitive documentation 

this way. Wherever possible we try to take a collaborative 
approach and on occasion where it is more effective to view 
particular documentation on site then we have the flexibility to 

do so. 
 

 Interviews: 
Will the ICO provide a copy of the questions prior to the 

interview? 
 

ICO response 
The information provided to the ICO informs the auditors 

questions, however as every audit is different the ICO does use 
a generic list of questions. The direction of interviews is 

governed by the responses received from individual interviewees 
and whether the auditors consider each answer warrants further 

enquiry. We do not operate a tick box methodology but assess 
on specific circumstances encountered. 
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Will the ICO disclose copies of their interview notes? 
 

ICO response 
We believe it is unnecessary for the ICO to provide interview 

notes for the service provider to check accuracy. The service 
provider has the opportunity upon issue of the first draft of the 

report to make any comments or corrections to ensure factual 
accuracy. These comments are then incorporated into the 

second draft of the report. 
 

Can the service provider have legal or other 
representation at the interviews? 

 
ICO response 

The purpose of the audit interviews is purely to gather 
information to assess compliance and produce an accurate audit 

report. We find the process works more effectively when 
interviewees feel they can talk freely and their anonymity is 
guaranteed. This free exchange of information will ultimately 

benefit the service provider by enabling us to identify real areas 
of good practice as well as areas for improvement. In providing 

such an environment for the interviewees we do not consider it 
necessary for third parties to be present at interviews. 

Information provided will not form part of any disciplinary or 
criminal investigation therefore legal representation at these 

interviews would seem to be an unnecessary and avoidable cost 
to the service provider. 

 
Location of the interviews? 

 
ICO response 

Wherever possible interviews take place on site and wherever 
convenient, desk side so that the auditors can evidence 
processes in practice. Where the service provider has contractors 

based overseas, we will not require to audit the contractors. We 
may however wish to look at the mechanisms in place to govern 

those contracts. 
 

 The guide should further address FOIA information 
request considerations. 

 
ICO response 

The Audit report section relating to requests for information has 
been expanded to include more detail. 
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 Publication of reports should be clarified. 

 
ICO response 

For consensual audits in each case, permission will be sought to 
publish the executive summary on our website. Where 

permission is not given, the ICO will instead publish a statement 
on our website that the audit has taken place. For compulsory 

audits permission is not requested and the executive summary 
will be published on our website in each case. 

Initially we intend to publish executive summaries on an 
individual basis but we may review this situation. We do not 

routinely publicise our audits. Further information can be found 
in our Communicating Audits Policy. 

 
 The benefits of a consensual audit over compulsory are 

not clear. 
 

ICO response 

The approach outlined in the guide is designed to give service 
providers the opportunity to engage constructively with the audit 

process. We adopt a collaborative approach with our consensual 
audits, specifically with regards to the scope and timing. This will 

not necessarily be the case with a compulsory audit. 
Furthermore, when undertaking the consensual audit, an 

organisation can ask for the executive summary to not be 
published, an option not available in a compulsory audit, and in 

addition the Letter of Engagement for a consensual audit would 
not be published, unlike a Compulsory Letter of Engagement. 

Finally, failure to agree to a consensual audit may be taken into 
account in the event of any subsequent breach. 

 
 Appendix E – notification of breaches is not consistent 

with the current ICO approach. 

 
ICO response 

We have amended the appendix to link to our website pages 
which have the most up to date information on the procedure for 

notifying breaches to avoid any confusion.  

http://www.ico.gov.uk/what_we_cover/~/media/documents/library/Corporate/Notices/communicating_audits_and_assessments_policy.ashx

